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Installation Pfsense




Creation de l'interface LAN dans proxmox

X PROXMO X vinuai Environment

Ve

Avant de passer a I'installation de la VM, il [

53 103 (WIN-SRV-FLORENTIN)

faut créer l'interface LAN dans proxmox, m— | = —
cliquer sur créer, puis Linux Bridge e e e

Pour prendre en compte les modifications,
penser a cliquer sur Appliquer la
configuration

erver-2019)

(proxmox2)

al (proxmox2)

£ localvm (proxmox2)

Source :

https://www.youtube.com/watch?v=2YZ
CSZGOCM IPv4/CIDR:

Gére les VLAN:

Po pont

Commentaire: LAM B2 Florentin

Avancé



https://www.youtube.com/watch?v=2YZ_C8Ze0CM
https://www.youtube.com/watch?v=2YZ_C8Ze0CM

K PROXMO X virtual Environment 8.2.2

Vue serveur

© Machine virtuelle 108 (Pfsense florentin) sur le noeud proxmox2

Centre de données
B proxmox2
53 103 (WIN-SRV-FLORENTIN) > Console 2.00 Gio
3 104 (WIN-SERV-SAM) 3 Matériel 1 (1 sockets, 1 cores) [x86-64-v2-AES]
3 105 (windows.samael) BIOS Par défaut (SeaBIOS)
3 106 (windows florentin) >
G 107 (plsensegatien) & Options Affichage Par défaut
g 108 (Pfsense forentin) B Historique des taches Machine Par défaut (i440fx)
53 109 (WIN-SRV-Flo-Supesvision) e Contréleur SCSI VirtlO SCSI single
53 110 (W10-82-Florentin) localisolpfSense-CE-2 5 2-RELEASE-amd64.iso, media=cdrom size=636498K
3 111 (pfsensegatiendeleau) B Sauvegarde Disque dur (scsi0) local-vm vm-108-disk-0 iothread=1,size=32G
3 201 (WinServ-Nicolas) 3 Réplication Carte réseau (net0) virtio=BC:24:11:3E :A2:5F bridge=vmbr0 firewall=1
g zgi (\Z‘VMO»:icol:s) Carte réseau (net1) virtio=BC:24:11:69:90:C4 bridge=vmbr1 firewall=1
203 (Zabbix-Nicolas)
o3 204 (pfsense-nicolas) © Pare-feu
[:b 100 (debian) o' Permissions
(3101 (Windows10)
[T 102 (Windows-server-2019)
[12200 (Debian-12)
£22 localnetwork (proxmox2)
£ local (proxmox2)
£ localivm (proxmox2)

8 Résumé Ajouter

& Cloud-Init

ma e

ED

n

D Instantanés




Installation de Pfsense

Laissez-vous guider pendant I'installation en suivant les captures d’écran suivantes, jusqu’au

redémarrage

c Installer

Welcome to pfSenset

Bescue Launch a shell for rescue operations
Recover ¢ . Recover config.xml from a previous install

< o ) <Cancel)

Conf iguration

MU QEMU HARDD I
< Back >

pfSense Installer

Partitioning
How would you like to partition your disk?

Gu i Root-on-ZFS}

Anto (050 1105 Guided Disk Setup using BIOS boot method
futo (UFS) UEF] Guided Disk Setup using UEFI boot method
Manual Manual Disk Setup (experts)

Shell Open a shell and partition by hand

< Ik O <Cancel>

2F3 Conf igurati
Are you sure you want to
e e e
da0

s O} <NO >
[Press arrows, TAB or ENTER]

pfSense Installer

ZF5 Configuration
Conf igure Dptions:

‘W
T Pool TypesDisks: stripe: sks
-

- Rescan Devices

- Disk Info =

N Pool Name pfSenze

4 Force 4K Sectors? YES

E Encrypt Disks?

P Partition Scheme GPT (B103)
3 : 2y

Suap? O
rypt Suap? Ho

«Cancel>

Fetching Distribution

MANIFEST [ Done
base. txz ™57

Fetching distribution files...

fOuerall Prnlirr,".;

ZFS_Conf iguratic
Select Uirtual Device type:

BTy o Tedunancyl
mirror  Hirror - y Hirroring

raldio RAID 140 - n x 2-Way Mirrors

roidsl RAID-Z1 - Single Redundant RAID
roidzs RAID-Z2 - Double Redundant RAID
roidsd RAID-Z3 - Triple Redundant RAID

<Cancely
rows, TAB or ENTER]-




vitnetl bc:24:11:f4:c9:15 (down) Virtl0 Networking Adapter

Do ULANs need to be set up first?
If ULANs will not be used, or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure ULANs later, if required.

Should ULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all

»

interfaces before pressing "a’ to begin the process.

Enter the WAN interface name or ’'a’ for auto-detection
(vitnet® vtnetl or al): vinet®

Enter the LAN interface name or ’'a’ for auto-detection

NOTE: this enables full Firewallings/NAT mode.
(vtnetl a or nothing if finished): vtnetl

The interfaces will be assigned as follows:

=>» vitneto
-> vtnetl

Do you want to proceed [yinl? [j

ATTENTION !!! a ne pas inverser,

tarting syslog...

sinon le serveur DHCP peut se Starting CRON. ..
| | pfSense 2.5.2-RELEASE amd64 Fri Jul 02 15:33:00 EDT 2021
retrouver sur le WAN ! Bootup complete

FreeBSD-samd64 (pfSense.home.arpa) (ttyvd)
KUM Guest - Netgate Device ID: Obf2f3b50d4d20b29a7294
exx Welcome to pfSense 2.5.2-RELEASE (amd64) on pfSense ==

WAN (wan) -> vtnetOd -> v4,/DHCP4: 192.168.20.137,24
LAN (lan) -> vtnet1l -> vd: 192.168.1.1/24

®) Logout (SSH only) 9) pfTop

1) Assign Interfaces 10) Filter Logs

Z2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

9) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
?) Ping host 16) Restart PHP-FPM

8) Shell




% [ Apache2 Debien Default Page: 1t x | +

on sécurisé | Bips)//192.168,1.1/index.php

SIGN IN

SIGN IN

Test du Pfsense

Pour tester le Pfsense, mettre une VM cliente avec une
interface graphique dans le LAN, c’est comme la VM Pfsense
au début, on connecte 'interface LAN que l'on a crée dans
proxmox a la VM sur sa carte réseau, mais il n’y a pas besoin
d’ajouter une carte réseau.

Normalement une @IP devrait remonter sur la VM, ensuite
ouvrir un navigateur web, puis tapper 192.168.1.1 pour
accéder a lI'interface web d’administration de Pfsense, le
login par défaut est admin et le mot de passe est pfsense




Suite de la configuration de Pfsense
depuis la page web d’administration

1¢re étape choisir le nom host, le domaine et les DNS

2¢me étape choix du fuseau horaire

z‘ 0 T pfensehomenps - Wizsrd:pfs: X | = = (=] ® x’ [ = piSensehomesrps - Wizard: pfic x| = = a x

N Scuris r WiZ nh Setun Wiz al A P ] ] L hwizard.ohnermil=
<« g/ s 07 L+ ] sécuris //192.168.1.1/wizard.php?emi=s
%] © MNon sécurisé | hitpsy//192.168.1.1/wizard.php tup_wizarduer a m = @ B o < C © Non sécurisé | eps//192.168.1.1/wizard.phpfami=s

Wizard / pfSense Setup / General Information (7]
[ Swep2ats |
WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager
General Information
On this screen the general pfSense parameters will be set. Wizard ] pfsense Se‘tUp ‘( Time Senrer Information e
Hostname pfSense
_____________ Stepdot9 |
EXAMPLE: myserver
t
Domain pfsense local
EXAMPLE: mydomain.com Please enter the time, date and time zone.
The default behavior of the DNS Resolver will ignere manually configured DNS servers for client queries and query root DNS servers directly. To use the Time server hostname 2 pfsense pool ntp.org

manually configured DNS servers below for client queries, visit Services > DNS Resolver and enable DNS Query Forwarding after completing the wizard Enter the hostname (FQDN) of the time server

Primary DNS Server BBEE Timezone Europe/Paris b

Secondary DNS Server 1.1.1.1

Owverride DNS

Allow DNS servers to be overridden by DHCP/PPP on WAN




‘. 0 T pfSesephienselocal - Interfoce: X = =5 B

« C © Nonsécurisé | heps//192.168.1.1/interfaces.ph

DHCPv6 Prefix 64 v
Delegation size The value in this field is the delegated prefix length provided by the DHCPv6 server. Normally specified by the ISP,

Send IPv6 prefix hint [T} Send an IPv6 prefix hint to Indicate the desired prefix size for delegation

Debug (] Start DHCP® client in debug mode

Do not wait for a RA (_J Required by some ISPs, especiaily those not using PPPoE
Do not allow PD/Address () dhepbe will send a release to the ISP on exit, some ISPs then release the allocated address or prefix. This option prevents that signal ever being
release sent

Reserved Networks

[ ]
Block private networks [ —
and loopback addresses Blocks traffic from |P addresses that are reserved for private networks per RFC 1918 (10/8, 172.16/12, 192.168/16) and unique local addresses per

RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turmed on, unless this network interface resides in such a

private address space, oo

[ ] [ ]
Block bogon networks
Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA Bogons are prefixes that should never appear in the Internet

routing table, and so should not appear as the source address in any packets rece
This option should only be used on external Interfaces (WANGg), It Is not necessary on local interfaces and it can potentially block required local traffic
Note: The update frequency can be changed under System » Advanced, Firewall & NAT settings

DANS LES INTERFACES,
SUR LE WAN DESACTIVER

LE BLOCAGE DES @IP
PRIVEES




Mise en place de la DMZ




x PRO X MO X Virtual Environment 8.2 2

Vue serveur

&= Centre de données
B proxmox2
3 103 (WIN-SRV-FLORENTIN)

3 104

o
3 108 (Pfsense florentin)

3 109 (WIN-SRV-Flo-Supervision)
53 110 (W10-B2-Florentin)

53 111 (pfsensegatiendeleau)

[32101 (Windows10)

[ 102 (Windows-server-2019)
22200 (Debian-12)

£ localnetwork (proxmox2)
£ local (proxmox2)

£ localvm (proxmox2)

8 Machine virtuelle 108 (Pisense florentin) sur le nosud proxmox2

& Résumé Alouter
>_ Console

3 Matériel

& Cloud-init & BioS
&3 Afiichage
o8 Machin

Contréleur SCSI

© Options
= Historique des tiches
@ Moniteur
B Sauvegarde 3 Disque dur (scsi0)
13 Réplication Ca )
9 Instantanés Carte réseau (net1)

© Parefeu Carte réseau (net2)

o Permissions

2.00 Gio
s, 1 cores) [xB6-64-v2-AES]
(SeaBIOS)

Par défaut

Par défaut (1440fx)

virtio=BC:24:11:3E:A2:5F bridge:
virtio=BC:24:11:69:90.C4 bridge:
virtio=BC:24:11:58:68.B0,bridge=vmi

Création de l'interface
DMZ dans proxmox

Il faut créer une nouvelle interface dans proxmox (bridge
linux) qui va nous servir de DMZ, dans mon cas l'interface
gue je vais ajouter va étre vmbr2. Pour résumer, ily a 3
interfaces vmbrO qui est le WAN (réseau de la salle), vmbril
qgui est le LAN derriere le pare feu et enfin vmbr2 qui est la
DMZ

Ensuite, il faut se rendre dans les parametres matériels de la
VM Pfsense pour ajouter une carte réseau et y connecter
vmbr2




2 D T pisensepbenseiocal - Interface: X | = -

< C m © Non sécurisé | mps//192.168,1.1

Interfaces / OPT1 (vtnet2) =W

Deseription omz —

Enter a description (name) for the interface here
1Pv4 Configuration Type | Static 1Pv4 v ‘ e n
IPv6 Configuration Type  None =

MAC Address

d can be used to modify ("spoof”) the MAC add of this inte

Enter 3 MAC addre following format: xxomoexconxx o leave

o Dans un premier temps depuis I'interface web

If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstances.

- d’administration, dans les interfaces penser a activer la

ntered in this field, then MSS clamping for TCP connections to the value entered above minus 40 for IPv4 (TCP/IPv4 header size) and

or IPv6 (TCP/IPv6 header size) will be in effect

pr—— : nouvelle interface connectée a la VM, aller ensuite sur la
R configuration de lI'interface, donner un nom, donner une
S [ T—— =wavx adresse IPv4 statique et enfin cliquer sur save pour

<« C n © Non sécurisé | mps//192.168.1.1/interfaces.php?if=opt1 > o A O m e e 8 - O

.
Speed and Duplex Default (no preference, typically autoselect) v : e n re g I St re r

Explicitly s
WARNING: M/

»d and duplex mode for this interface

ically negotiste speed) unless the port this Interface connects to has its speed and duplex forced

Static IPv4 Configuration
1Pvd Address 19216821 — Ak v_
IPv4 Upstream gateway None v <4 Add a new gateway

ting Gateway from the list or add a new one using 1

If this interface is an Internet con

On local area network interfaces the uj

Reserved Networks

tream gateway should be "none’. Gateways can be managed by clicking here.

Block private networks (
and loopback addresses RFC 191 6) and unique local esses per
Ity be turned on, unl network interface n in such a
Block bogon networks (

Blocks traffic from reserved IP addresses

o¢ not yet assigned by IANA. Bogons are prefixes that should never appear in the Internat

routing table, and
hould

<

pear as the source address in any
al interfaces (WANs), it is

5 receivec

y on local interfaces and it can potentially block required local traffic

r System > Advanced




Services / DHCP Server/ DMZ

LAN oMz

..
Enable DHCP server on DMZ interface —

(7 Ignore BOOTP queries

L] o
Allow all clients v
‘When sot 1o Allow all clients, any DHCP client will get an IP address within this scope/range on this interface. If set to Allow known clients from any
interface, any DHCP client with a MAC address listed on any scope(s)/interface(s) will get an IP address. If set to Allow known clients from only this

interface, only MAC addresses listed below (i.e. for this interface) will get an IP address within this scope/range

() Denied clients will be ignored rather than rejected.

This option is not compatible with failover and cannot be enabled when a Failover Peer IP address is configured.

() 1t a client includes a unique identifier in its DHCP request, that UID will not be recorded in its lease.

This option may be useful when a client can dual boot using different client identifiers but the same hardware (MAC) address. Note that the resufting
server behavior violates the official DHCP specification

19216820

255.255255.0

Pour mettre en place un DHCP dans la DMZ, cliquer sur
Services, DHCP puis DMZ, cliquer sur Enable DHCP server on
DMZ interface, dans Range définir le pool d’@IP et enfin dans
DNS servers mettre I'@IP de I'interface DMZ

255.255.255.0

192.168.2.1 - 192.168.2.254

192.168.2.100 192.168.2.200

From To

Leave blank to use the system default DNS servers: this interface’s IP if DNS Forwarder or Resolver is enabled, otherwise the servers configured on the
System / General Setup page.




== g X
ot e R - O

Firewall / Rules / Edit =wEe
t a ified below
v 1 acket (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
] d
Interface v ‘
o rule |
Address Famil ly v
Protocol 3 ‘

Permettre I'acces 3
internet dans la DM/Z

Pour permettre I'acces a internet dans la DMZ, il faut créer
une regle dans le Firewall, créer une nouvelle regle. Dans
Action mettre Pass, pour Interface mettre DMZ, pour
Protocol mettre Any, dans Source choisir DMZ net et pour
Destination choisir Any, puis cliquer sur save et appliquer la
configuration

Enfin créer une VM debian avec un Lamp installé dessus
(apache 2) et connecter la carte réseau de la VM sur vmbr2
(DMZ), une @IP devrait remonter grace au serveur DHCP en
192.168.2.x et il devrait étre possible d’accéder a internet
grace a la regle qui vient d’étre ajoutée (ping 8.8.8.8),
récupérer I'@IP attribuée avec la commande ip a

Source : https://www.youtube.com/watch?v=2YZ_C8Ze0CM



https://www.youtube.com/watch?v=2YZ_C8Ze0CM

Flisense

Firewall / NAT / Port Forward / Edit (2}

Edit Redirect Entry

Disabled
No RDR (NOT)

Interface

Address Famil

Protocol

Source

Destination O

Destination port range

Redirect target IP

Redirect target port

' Deseription

Ne XMLRPC Sync

NAT reflection

Filter rule association

(] Disable this rule |:

(] Disable redirection for traffic matching this rule

This option is rarely needed. Don't use this without thorough knowledge of the implications.

WAN v

Choose which interface this rule applies to. In most cases "WAN' is specified

1Pv4 v

Select the Internet Protocol version this rule applies to

TCcP v

Choose which protocol this rule should match. In most cases "TCP" is specified

X Display Advanced
Invert match WAN address v‘ =
Type Address/mask
HIIE: v HTTP »w
From port Custom To port Custom

Soecifv the port or port ranae for the destination of the packet for this maooina. The to’ field mav be left emoty if onlv maooina a sinale oort.

Single host ~ 192.168.2.100
Type Address
Enter the internal IP address of the server on which 10 map the ports. e.g.: 192.168.1.12 for IPv4.

In case of IPv6 addresses, in must be from the same ‘scope’,
i.e. itis not possible to redirect from link-local addresses scope (fe80:*) 1o local scope (1)

HTTP ‘

Port Custom

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically).
This is usually identical to the "From port” above.

A description may be entered here for administrative reference (not parsed).

(7] Do not automatically sync to other CARP members
This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave.

Use system default

Rule NAT

View the filter rule

Created

Updated

6/25/24 09:15:12 by admin@192.168.1.124 (Local Database)

9/25/24 09:15:12 by admin@192.168.1.124 (Local Database)

g

Mise en place de |a
redirection de ports

Le but est de rendre accessible le site web qui est sur le
serveur lamp dans la DMZ sur le WAN avec I'@IP publique.

Pour cela il faut se rendre dans Firewall pour créer une
nouvelle regle NAT, dans Interface mettre WAN, pour
Destination mettre WAN address, dans Destination port
range, mettre HTTP (port 80), puis dans Redirect target IP,
choisir Single host et entrer I’@IP du serveur lamp, pour
Redirect target port mettre HTTP, cliquer ensuite sur save

Source : https://www.youtube.com/watch?v=98ijrJiCn1MO0



https://www.youtube.com/watch?v=98jrJjCn1M0

Test de la DMZ

Pour tester la DMZ taper I’@IP publique dans un navigateur web depuis internet (réseau de la
salle)

Bienvenue sur le site de la DMZ :-) !
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